The time-delay robust nonlinear dynamic inversion (TDRNDI) control technique is proposed to synchronize time-delay Chen systems. The time-delay Chen circuit is simple but exhibits complex irregular (chaotic) behavior. For this reason, this circuit can be efficiently used to encrypt messages for secure communication. In this paper, the nonlinear control-based chaos synchronization problem is considered. The proposed TDRNDI controller is a modified version of a robust nonlinear dynamic inversion (RNDI) applicable to chaotic systems, including time-delay systems. The performance and feasibility of the proposed TDRNDI controller are demonstrated by conducting numerical simulations with application to a secure communication network.
Introduction
CHAOS is a widely observed phenomenon in nature. Because chaotic phenomena are aperiodic, unpredictable, and sensitive to initial conditions, the control and motion synchronization of chaotic systems have been regarded as challenging problems in science and engineering [1] . One excellent example of these challenging problems is secure communication.
Relative to modern digital communication, which is based on linear theory, chaos communication provides a high level of security because of its aperiodicity and unpredictability [2] [3] [4] [5] [6] . That is, once a message is encrypted by chaotic circuits, the message cannot be broken or decrypted due to the difficulties associated with predicting the pattern of the encrypted message. This paper examines the chaos synchronization problem in the context of secure communication. Chaos synchronization refers to a motion control technique that allows two or more chaotic systems to exhibit identical behaviors [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] . Figure 1 depicts the behaviors of two chaotic systems with different initial conditions: (a) without synchronization and (b) with synchronization [15] . As indicated in Figure 1 , the use of a controller can allow two chaotic systems with different irregular motions to display the same behavior. In a secure communication system based on a chaotic circuit, chaos synchronization is used by a receiver to decrypt a message. Various methods based on nonlinear control theory have been proposed for synchronizing of chaotic systems; these methods include active control [7, 8] , passive control [3, 9, 10] , backstepping control [4, 11, 12] , sliding mode control (SMC) [5, 6, 13, 14] , and robust nonlinear dynamic inversion (RNDI) [15] .
In [15] [16] [17] , Yang et al. proposed the RNDI controller. By adopting a switching input into conventional nonlinear dynamic inversion (NDI), the RNDI controller improves upon the poor robustness of NDI. The switching input utilized for RNDI is designed in accordance with the design concept of SMC, which is regarded as a nonlinear robust controller. In SMC, a switching input is used to generate boundaries that ensure robustness. Based on the similar characteristics of NDI and SMC, robustness can be obtained by adopting this switching input into NDI [16] . Thus, the RNDI controller can exhibit both robustness and the advantages of NDI, including not only the elimination of a need for gain-scheduled controllers but also ease of design and implementation according to the similar concept to classical control method. Due to these advantages, it is reasonable that the RNDI is considered as the primary controller for the chaos synchronization problem. However, the RNDI proposed in [16, 17] cannot be directly applied to time-delay chaotic systems such as the time-delay Chen circuit. In this paper, a time-delay RNDI (TDRNDI) controller is proposed for the synchronization of time-delay chaotic systems.
This paper is organized as follows. The time-delay Chen system and synchronization problem are introduced in Section 2. In Section 3, the TDRNDI controller is proposed and the stability of the proposed controller is analyzed. In Section 4, the performance of the proposed controller is evaluated by conducting numerical simulations with application to a secure communication system designed using the timedelay Chen circuit. Finally, concluding remarks are provided in Section 5.
The Time-Delay Chen System
In this paper, the time-delay Chen chaotic system is considered for secure communication. This system can be designed by adding a time-delay feedback term to the original Chen chaotic system [18] . In [18] , it was reported that the original Chen system, if designed with certain parameters, exhibits nonchaotic motion. By adding the time-delay feedback term to the original Chen system, Ren and Li proposed the following new chaotic system, which is known as the timedelay Chen system [18] :
where is a time-delay constant and is a time-delay feedback gain. The chaotic attractor and state trajectories of (1) with parameters = 35, = 3, and = 18.5 are presented in Figures 2 and 3 , respectively.
Generally, chaos synchronization is to apply external forces that cause states of two or more chaotic systems with different initial conditions to exhibit the same motions. In secure communication, the chaos synchronization technique is used by a receiver to decrypt a secured message. Figure 4 illustrates secure communication using the time-delay Chen circuits. In this figure, if the sender encrypts the message, then the encrypted message can only be decrypted by the receiver, which has synchronization capability, due to the sensitivity of chaotic circuit to initial conditions. A simple example of message encryption using the time-delay Chen chaotic circuit with the initial conditions 1 (0) = 1 V (Volt), 2 (0) = 0 V, and Figure 5 : (a) the original message is designed by utilizing a binary pulse with a period of 2 sec, and (b) the message encryption result is obtained using a simple encrypting function :
Once the encrypted message is transmitted through a public channel, the receiver can decrypt it by employing the decryption function :
In actual applications, because a great deal of noise is inserted during the course of encrypting, transmitting, sensing, and decrypting messages, the image of the decryption function must be a real number rather than a binary pulse. To obtain the original message, the receiver must have real-time information regarding the states [ 1 , 2 , 3 ] . However, the acquisition of real-time state data from the sender is impossible due to security considerations; instead, only limited data can be obtained by the receiver. Thus, the receiver must estimate all states from limited information. A nonlinear control method can be efficiently applied to estimate the unknown states, that is, to achieve chaos synchronization. Generally, the basis chaotic system used to encrypt the original message like (1) is called the drive system whereas the controlled system is defined as the response system. In this paper, the following system is regarded as the response system: The time-delay Chen chaotic attracter.
where 2 ( ) and 3 ( ) are inputs for controlling the states 2 ( ) and 3 ( ), respectively. By designing the controllers 2 ( ) and 3 ( ), the receiver can estimate the states [ 1 ( ), 2 ( ), 3 ( )] and, finally, recover the original message.
The Proposed Time-Delay Robust Nonlinear Dynamic Inversion
In this section, the TDRNDI for controlling chaotic systems is proposed. To improve on the poor robustness of NDI, Yang et al. proposed the RNDI, which involved the addition of a switching input to the conventional NDI [16, 17] . This switching term generates boundaries within which the controlled states can reach the references. Due to its simple design, robustness, and adaptation to nonlinear control systems, the RNDI can serve as the primary controller for chaos synchronization. In this paper, the RNDI controller is modified to achieve chaos synchronization for time-delay chaotic systems. Figure 6 presents a block diagram of the TDRNDI controller. As indicated in this figure, the proposed TDRNDI consists of two blocks: desired dynamics and dynamic inversion. In the desired dynamics block, control variables are selected, and the desired dynamics are calculated. In this paper, 2 and 3 in (3) are selected as control variables, and the referenced desired dynamics are designed as follows ( Figure 6(b) ):̇2
where 2 ∈ R and 3 ∈ R are the gains of the desired dynamics. In fact, various types of desired dynamics proposed in the literature [19] can be efficiently used to calculate these 4 Mathematical Problems in Engineering desired dynamics. Once the desired dynamics are analyzed, the original system dynamics are removed in the dynamic inversion block; that is, by inverting the plant dynamics, the inner closed-loop transfer function is replaced into an integrator ( Figure 6(a) ). Consequently, the original dynamics are replaced with the user-designed desired dynamics. Combining the above two blocks in Figure 6 (a), the TDRNDI is proposed as follows:
where 2 > 0 and 3 > 0 are the switching gains.
Theorem 1. Consider the following disturbed response system:
2 ( ) = ( − ) 1 ( ) − 1 ( ) 3 ( ) + 2 ( ) + 2 ( ) + 2 ( ) , 3 ( ) = 1 ( ) 2 ( ) − 3 ( ) + [ 3 ( ) − 3 ( − )] + 3 ( ) + 3 ( ) ,(6)
where ( ) ( = 2, 3) is disturbance. If | ( )| < holds for each , then system (6) controlled by the TDRNDI (5) is globally stable.
Proof. To verify the stability of the proposed TDRNDI controller, the Lyapunov criterion is employed. The following Lyapunov candidate is selected:
The derivative can then be analyzed as follows: By inserting the TDRNDI control law (5) into (8), the derivative yieldṡ
Because | ( )| < holds for each , the derivative of the Lyapunov candidate is always negative; that is, / < 0. Thus, the trajectories of 2 and 3 , which are controlled by the proposed TDRNDI controller, can converge to 2 and 3 , respectively. Hence, the disturbed system controlled by (5) is globally stable.
The remaining task for achieving synchronization is to verify the convergence of 1 to 1 . For = 1, 2, set (1) and (3), the derivative of error dynamics becomeṡ
Because 2 ( ) → 2 ( ) as → ∞,̇1( ) converges to − 1 ( ); that is, 1 ( ) → exp(− ). Moreover, since = 35 > 0 for the considered time-delay Chen system, 1 ( ) converges to zero as → ∞; consequently, 1 ( ) converges to 1 ( ).
Hence, using the proposed TDRNDI controller, the states of the response system can track the referenced motions of the drive system. As a result, the synchronization of the two chaotic systems can be achieved.
Simulation Results
In this section, the performance of the proposed TDRNDI controller is evaluated by conducting numerical simulations with application to secure communication. In this paper, the time-delay Chen chaotic system is used to encrypt/decrypt a message for secure communication. The parameters of the considered time-delay Chen system are assumed to be = 35, = 3, and = 18.5. The initial conditions for the drive and response systems are assumed to be
respectively. It is assumed that the time-delay constant is 0.03 and the time-delay feedback gain is 0.2. Moreover, 5% of the random noise ( ) is assumed to be injected into the communication channel. To verify the performance of the proposed controller, the results of chaos synchronization are provided first, and then message decryption results are followed.
Figures 7-10 present the results of chaos synchronization using the proposed TDRNDI controller. The trajectories of the drive system states are depicted in Figure 3 . These trajectories are considered as the references that the states of the response system must track to achieve chaos synchronization. The behaviors of the response system are indicated in Figures 7 (uncontrolled) and 9 (controlled). A comparison of Figures  3 and 7 reveals that the states of the drive and response systems exhibit different motions; in other words, the uncontrolled results cannot track the referenced trajectories due to the distinct initial conditions. This result can clearly be observed in Figure 8 , which describes the error dynamics between the states of the drive and uncontrolled response systems. In Figure 8 , the maximum errors of 1 and 2 are 10 V. Figure 9 depicts the behaviors of the response system controlled by the proposed TDRNDI. After control laws have been applied, the response system states 2 and 3 are forced to track the referenced states 2 and 3 , respectively. Moreover, the state 1 can accurately estimate the state 1 . As a result, the response system states can track the drive system states with tracking errors of less than 0.05 V (Figure 10 ). Hence, using the proposed TDRNDI controller, chaos synchronization can be quickly and accurately attained.
As demonstrated by the results of Figures 9-10 , the states of the response system can track the referenced trajectory of the drive system with high accuracy. These results indicate that the receiver can estimate the encryption states; consequently, the transmitted message can be decrypted by applying the decryption function (R 3 , ). Figure 11 presents the simulation results for message decryption. In this figure, the original message can be obtained. Due to the injected channel noise, a small quantity of noise (less than 2%) causes perturbations in the decrypted signal.
Concluding Remarks
In this paper, the TDRNDI controller has been proposed to synchronize time-delay chaotic systems. The proposed TDRNDI is a version of the conventional RNDI controller that has been modified to be suitable for time-delay systems. Therefore, the TDRNDI can exhibit the advantages of conventional RNDI, which include ease of design and implementation, with concepts similar to the principles of classical control methods; the elimination of gain-scheduling requirements; and robustness. Simulation results with application to a secure communication system demonstrate the performance and feasibility of the proposed TDRNDI controller. For future work, a secure communication system based on the proposed TDRNDI controller will be experimentally validated. 
